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ABSTRACT. In this short paper we present symmetric encryption algorithm

based on family of bipartite graphs D(n,q). It is a fast stream cipher with
computation speed O(n) for the key of fixed length. If the key is linear function
from n the efficiency is O(n2). Encryption map has a multivariate nature,
so the security level can be evaluated via degrees and other parameters of
corresponding multivariate polynomials. We show that the degree of graph
based encryption maps are growing with the growth of the dimension of the
plain space. Therefore this algorithm is resistant to linearization attacks.

1. INTRODUCTION

Multivariate polynomials are just polynomials in several variables. In this article
we are interested in polynomials over finite fields. Though multivariate polynomial
cryptography is a potential candidate for post quantum cryptography, schemes
based on it are mostly used for digital signature purpose only; see [I] for further
details. Multivariate cryptography is proposed as a tool for public key cryptography,
but only few encryption schemes were developed untill now, see for example |[2].

In this paper we explore the possibility of using multivariate polynomial sys-
tems for symmetric encryption. Main security assumption of presented symmetric
scheme is backed by the NP-hardness of the problem to solve nonlinear system of
equations over a finite field. There are many different algorithms where graphs are
used. Graph based algorithms are used, in particular, in cryptography, coding the-
ory, car navigation systems, sociology, mobile robotics and even in computer games.
Families of graphs can be used to create multivariate polynomials for cryptographic
schemes. Graphs were first used in cryptography by Ustimenko in [3,4]. There are
other examples of crypto-systems based on graphs D(n, q), which were introduced
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in [5]. Multivariate maps used in this algorithms were investigated in [6-8]. A.
Wroéblewska proved that maps related to D(n,q) are cubical; see [7]. Computer
simulations of multivariate maps based on graph D(n, K) are designed in [9, 10].

2. FAMILIES OF GRAPHS

For our purposes we are interested only in simple graphs. Simple graph is a
undirected graph containing no graph loops or multiple edges. By I'(V, E) we
denote graph where V' is a set of vertices and F is a set of edges. We say that
graph is connected if for arbitrary pair of vertices vi,vs € V there is a path from
v1 to vy. The girth of a connected, simple graph is a length of the shortest cycle in
a graph. Graph T'(V = V] U Va, E) is bipartite if set of vertices can be divided into
two sets V7 and Vo (V4 NV, = () such that every edge connects a vertex in V3 to
one in V5.

We refer to bipartite graph I'(V; UV, E) as regular one if every vertex from V;
and V5 has the same constant degree. Mentioned definitions and more facts from
Simple Graphs Theory can be find in [11].

The following interpretation of family of graphs D(n,q) can be find in [5]. Let
F, be a finite field. Firstly, let us recall the definition of graph D(g) corresponding
to infinite incidence structure (P, L,I), where P is collection of points and L is
collection of lines. By I we denote the incidence relation for this graph. Let us to
use the notions for points and lines introduced in [5]:

/ /
(p) = (P1,07p1,1,P1,27P2,1,p2,2,p2,27p2,3, ---api,iapi,ivpi,i+17pi+1,1---)v
/ /
[” == [10,17 ll,la ll,Qa l2,17 l2,2; 12723 12,37 ceey li,i; li,ia li,i-i—lv li—‘rl,l"']'

Two types of brackets allow us to distinguish points and lines. Points and lines
are elements of two copies of the vector space over Fy,. In an infinite incidence
structure (P, L, I) the point (p) is incident with the line [{], and we write (p)I[l], if
the following relations between their coordinates hold:

lig—pi1=1loip10
lig—p12=111p1,0

laq —p21 =1lo1p11

(1) lii — i = lo1Pi—1,i

li; =i =lii-1p10
li,i+1 — Dii+1 = li,i—lpl,o
liv1,i — Piv1,i = loap,

where 7 > 2.

The set of vertices of infinite incidence structure (P, L,I) is V = P U L and the
set of edges E cousisting of all pairs {(p),[l]} for which (p)I[l]. Bipartite graphs
D(n,q) have partition sets P, (collection of points) and L, (collection of lines)
isomorphic to vector space Fy, where n € N. For each positive integer n > 2 the
finite incidence structures (P, Ly, I,,) can be obtained in a following way. P, and
L,, are obtained from P and L, respectively, by projecting each vector onto its n
initial coordinates with respect to the natural order. The incidence relations I,
are then defined by imposing the first n — 1 incidence equations and ignoring all
others. The graphs corresponding to the finite incidence structures (P,, L,, I,,) are
denoted by D(n,q).
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The family of graphs D(n, q) was firstly introduced in [5] as a tool in construction
of family of graphs D(n,q). The applications of this family of graphs weren’t

contemplated before. In the construction of the family of graphs graphs D(q)
Cartan matrix

2 =2

-2 2

and Lie algebra are used. Lie algebra is a vector space over finite field with the
bilinear product satisfying certain properties (see [12]). Let us to use the analogical

notions for points and lines in graph D(q):

(P) = (pl,o,pm,p1,2,p2,17p2,2,p2,3, ---,pi,i,pi,i+17pi+1,1-~-),

[l] = [ZO,h ll,la 11,23 12,17 12,27 12,37 ) li,ia li,i+1; li—l—l,l"'}-

In infinite incidence structure (P, L,I) the point (p) is incident with the line [],
and we write (p)I[l], if the following relations between their coordinates hold:

lip—pi1=1loipio
lip—pir2=1lo1p11

) lan —p21 =1l1,1p1,0
lii — piyi = lo1piji—1 + liz1,iD1,0
liit1 — Piyi+1 = lo1Di i
lit1,i = Pit1s = liib1o

where 7 > 2.

The graphs D(n, q) corresponding to the finite incidence structures (P, Ly, I,)
can be obtained by the same way as for graphs D(n, q).

—_~ —~—

Graphs from families D(n,q) and D(n,q) are bipartite, g-regular, sparse and
without short cycles. The girth in graphs from described families increasing with
growing n. In fact D(n,q) is a family of graphs of large girth and there is a

conjecture that D(n,q) is another family of graphs of large girth.

3. ALGORITHM

The family of graphs D(n,q) can be use as a tool for symmetric encryption.

Firstly let v = (v1,v2,v3,04,...,0,) € D(n,q) (or v = [v1,v2,03,04,...,0,] €

D(n,q)) and N;(v) be the operator of taking neighbor of vertex v where first coor-
dinate is vy + ¢:

Nt(vl,’l)27’l)3,’l)4,’l)5) — [Ul +t7*a*7*7*]7

Nt[’U]_,’UQ,’U,?,,UzL,'UE)] — (vl + t7*7 *, %k, *)

The remaining coordinates can be determined uniquely using relations in Eq. (2).
We can construct multivariate map F in a following way:
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Ny, (T) is given by:

T+t
xo 4+ x1(z1 + 1)
3+ xa(T1 +t1)
Ty + 1730 + 23 (21 + 1)
x5 + 123 + (.’Ell'g + 1’4)((E1 + tl)
T + 1‘5(1‘1 + tl)
x7 + 2125 + 2373 + (2330 + T174) (71 + 11)

Z3i4+5 + T123,43 + (T123i42 + 3i44) (21 + 11)
T3i46 + T3i45(x1 +t1)
2 2
T3i47 + T12T3i45 + 123143 + (27T3i42 + T123i44) (1 + 1)

1fn($17x2a cee 7.'L'n)

We have Ny, [;Z] given by:

t, 1 + 2
Ty — (t1 +t2)e, o1
xr3 + (tl + tg)tl.’L‘l
xy — (L1 +t2)p, @
Iy + (tlxlxl — Ig)(tl + tg)
z6 — (paiz — x3), 21 (f + b2)
7 — (L1 +t2)e, 25

2
Z3i45 + (1 T17°T3i41 + T14, T1¢, Tai — T3i43) (81 + £2)
2
Z3i+6 — (L T1°T3i+1 + T14, T14, T30 — T3i43)1, T1 (81 + t2)
x3i+7 — (t1 +t2), 3545

2fn(1'17x2a cee 7xn)

Ny, (557) is given by:

40

%1 + 13
12 + (t2 +13),71
1,3 + (t2 +13)1,22
0 Ta + (2 + t3), 23
@5 + (t2 +3) (1, T4 — ¢, 21, 77)
t1 L6 + (tz + t3)t2$5
027 + (124 — 121, 27) (b + t3) 1,71

2
173045 + (ta +13) (6, T304 — 1,014, T3i 114, T1 — 1,731, T3)
6 Z3i+6 + (t2 +13)1,T3i45

2
013547 T (B2 +13) (1, T304 — £, X142, T3i4 14,81 — ¢4 L3546, T1° )12 L1

3,fn(171,132, v 7xn)
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t1 L1
t1 L2
t1 23
t1 L4
t1 L5
t1 L6
t1 L7

t1 L3i+5
t1 L3i+6
t1 L3i+7

tl xn

ta L1
t2 L2
t2 L3
to L4
t2 L5
t2 L6
ta L7

toL3i+5
toL3i+6
to L3i+7

tzx’n

t3 L1
t3 L2
t3 L3
t3 L4
t3 L5
t3 L6
t3 X7

t3L3i+5
t3L3i+6
t3 L3547

tgx’n
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Nt4 [tsx} is
t; L1+ ta t2T1
t, T2 — (t3 + ta)e, 21 t4 2
to X3 + (tg + t4)t3.%‘1 £, T3
t, s — (t3 + t4)t 44
2
125 + (15 TT1,T1 — 3)(753 +t4) t4 5
2
206 — (15 XT4,T1 — t2$3)t3$1(t3 +t4) 476
207 — (ts +1t4)t575 _ ta L7
. 2 . L ) ta 4+t ) .
1223045 T (13 T7t,T3i41 F 13 T14,T145T3i — 1,T3i+3) (E3 4 taT3i+5
2
1223146 — (t3 LTt 3141 + t3 L1 T145T35 — £, L3143 )15 L1 (t3 + t4) t4T3i+6
t,T3i+7 — (t3 + t4)1,T3i15 ta L3047
4fn(xlax27"'7$n) taTn
and N, (5,7)
[ t4T1 + 5 i [z ]
taT2 + (ta +15)e,21 t5 L2
ts 23 + (ta + t5)1, 22 t5 X3
2
t3%a + (ta + t5)1, 77 t5 L4
2
305 + (ta + t5) (1524 — t3$1t41‘1) ts L5
156 + (ta +15)1,25 t5 L6
127 + (64 — 15214, 27) (ta + t5)1, 21 I
2
t5T3i+5 + (ta +15) (633044 — 1,71, T3i114571 — t5T3i,, TT) t5 L3045
t53i46 1+ (ta +15)1,T3i45 ts L3i+6
2
tsL3i+7 T (t4 + ts)(t3$3i+4 Tty L1y, L3i41t3L1 — t3$3it4$1)t4$1 ts L3i+7
L sfn(T1, 22, .., xy) i tsTn

and so on. Operator NNy, works as follows:

tre_12L1 — k;fl(.’l?h.’l?g,...,wn),
th_1 L2 — ]fo(xlvaw .- ,.’L‘n),
te_1 L3 — kf3(x17x27"'amn)a
te1Ta — pfa(T1,22,. .., Tn),
th1T5 — kf5(T1, 22, ..., T0),
tr_1L6 — kfﬁ(xth?' .. ,.’L’n),
te_1 LT — k;f7(x17.'152,. . '71:71)’
tho1Tn — kfnlT1, 22, ).

If we calculate the next few vectors we see a regularity and so we can formulate
general formulas for functions f; which are depend from k. Let [ = 2,3,4,... then:

Nigr (2021, 2122, 223, - -+ 21 Tn) —
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to; €1+ t2141
tor_1 T2 + (t2r +tar41)ey;, @1
to;_ 123 T (21 +tar41)ty, 22
to;_1 T4+ (t2r + tag41)eg;, @7
2
to;_1 5 + (tar +ta141) (b1 T4 — by Tty T17)
to;_1%6 t (t2r + t2141)ty; 75
2
to;_1 @7 + (tg_Ta — t2l,111t2l11)(t21 +t2141)ty, 1

= [ty 417
i 2
to;_1%3i4+5 T (t2r + tor41) (g, T3i44 — to1 Tltgy TBid1,, T1 Tty g z3it2lzl)
to;_1%3i46 1 (t21 + t2141)te; T3i+5
2
tor_1 T3i4+7 + (t2r +tar41) (e T3ita — to ¥y, T3itlty 1T tzl,lx.’iitzlxl)tmxl
L 2i41fn(z1, 2, .., Tn) ]
Niy [21-1715 21— 172, 20173, -+« 21-1T0] —
to;_1T1 +t2y
to;_oT2 — (t21-1 + tzl)tgl,ﬂ;
to;_o%3 + (t21—1 + t21)ty 4 @7
toj_o 14; (t2r—1 + t2r)tg @2
to;_o®5 1 (tg; 1 T1te;_oT1 — to;_o®3)(t2r—1 + t2g)
to1—2%6 = (tg_1 @1ty _o%1 — ty_5@3) ey ®1(t2i—1 + t21)
to;_o®7 — (t21—1 + t21)ty, 1 @5 ( )
= g )

) :
to]_oT3i45 T (to;_1 TIT3i41 + to;_ 1 Tltgy_oTlty;_1T3i — to;_o®3i+3)(t21—1 + t21)
to;_0T3i4+6 — (to;_1T1T3i4+1 t to; 1 Tltg_oTltg;_1T3i — to;_oT3i+3)tg 1 21(t21—1 +t2r)
to;_oT3i4+7 — (t21—1 + t21)ty; 1 T3it5

2ufn(z1,22, ..., 2n)

Denote the composition of Ny, o Ny, o Ny, ... 0 Ng, as Ny, 4,1, It is easy to
check that if Ntl,tg,...,tk (ZZ') = y then N—tky—tkfh---,—tl (g) =I.
The following

Niyto,otn (@12, ) = (kf1skfos sk fn),

is a polynomial transformation of Fy into itself such that

T — kf1($1,$2, e ,l‘n),

To —> kfg(.’Bl,l'Q, e ,ZL’n),

T — kfn(T1, 22, ..., 2y).

Computations show that degy f; is growing independent from the choice of string
t1,t2,..., k.

If charF, # 2 then graph D(n,q) is connected and there exist a path dependent
of the choice of t1,ta,...,t; conducting one vertex (z) to another one (y).

Let S be a matrix containing degrees of polynomials y f; 11, fori =1,2,...,n—1,
depending on the length of the password k. Position s;; shows the degree of
polynomial g f;+1 if the used password is of length j. The first 5 rows (for n =
2,3,4,5,6) for matrix S are completed as follows: s1; = s3; = 2, s32-1 = 3,
8321 = 2, Sa; = 3, 85,21 = 4, 52141 = 3 and the first column corresponding to
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TABLE 1. Table contains degree of polynomials  f, for different
length k of key parameter ¢

k

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20

2 2 1 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2
3 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2
4 3 2 3 2 3 2 3 2 3 2 3 2 3 2 3 2 3 2 3 2
5 3 3 3 3 3 3 3 3 3 3 3 3 3 3 3 3 3 3 3 3
6 2 4 3 4 3 4 3 4 3 4 3 4 3 4 3 4 3 4 3 4
7 4 3 4 3 4 3 4 3 4 3 4 3 4 3 4 3 4 3 4 3
8 3 4 4 4 4 4 4 4 4 4 4 4 4 4 4 4 4 4 4 4
9 2 5 4 5 4 5 4 5 4 5 4 5 4 5 4 5 4 5 4 5
04 3 5 4 5 4 5 4 5 4 5 4 5 4 5 4 5 4 5 4
n|1l1|3 4 5 5 5 5 5 5 5 5 5 5 5 5 5 5 5 5 5 5
212 5 4 6 5 6 5 6 5 6 5 6 5 6 5 6 5 6 5 6
13/4 3 6 5 6 5 6 5 6 5 6 5 6 5 6 5 6 5 6 5
143 4 5 6 6 6 6 6 6 6 6 6 6 6 6 6 6 6 6 6
512 5 4 7 6 7 6 7 6 7 6 7 6 7 6 7 6 7 6 7
64 3 6 5 7 6 7 6 7 6 7 6 7 6 7 6 7 6 7 6
3 4 5 6 7 7 7 7 7 7 7 7 7 7 7 7 7 7 7 7

k =1 is completed according to the scheme: s3;411 = 3, $31422 = 2, 831433 = 4,
l = 1,2,3.... The the remaining positions in the matrix S can be completed
recursively:

8314-3,21 = S3143-2,21—1 = S314+1,21—1,
831432141 = S3143—2,21+1 + 1 = 831412041 + 1,

83144,21 = 83144—521—1 + 2 = 831—1,21—1 + 2,
831442141 = S3144—4,2141—-1 + 2 = 83,21 + 2,

8314520 = S3145-1,20 + 1 = s341,21 + 1,

S3145,214+1 = S314+5—1,21+1—1 = S31+4,21,

where [ =1,2,3,....
Let L; and Ly be sparse affine transformation of the vector space Fy

Ly :TA)bZaj—>.’i'A+b,
Lo :Tc7d:f*>fc+d,
where A = [a; ;] and C = [¢; ;] are n x n matrices with a; j,c; ; € Fy, |A| # 0 and
|C| # 0. It is clear that
L;l == Tg}) == TA_l,fbA_la
Lyt =Ty =Te-1 —ac—1-
Alice and Bob agree private encryption key K. = (L1, L2,t = (t1,t2,...,tx),n),
where t;41 # —t; fori =1,...,k—1 and they must keep the key in secret. Messages

are written using characters belonging to the alphabet ;. To encode they use the
composition:

F=1Li0oNg 1y t5,0Lo=1L1 0N, oNyoNy ...0oNy oLs.

2s
Alice and Bob can use their knowledge about quadruple (L1, Lo, t,n) for the
decryption. The decryption map is of the form:

—1 —1
L2 ON*tk,*tk—lwn,*t oLl :

1
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Let ¢ = p™, where p is prime number. Cipher-text before transmitting should
be rewritten in alphabet I, to hide key parameter n.
Let g(n, k) denote the degree of polynomial  f,,. If k is fixed lim g(n,k) = k+3
n—oo

and if n is fixed then klim g(n, k) = L%J + 2. We propose to use key parameter
—00

t = (t1,t2,...,t;) of length k = an + 8, a € (0,1). This choice of k allows us to
create multivariate map F' of unbounded degree.

Theorem 3.1. In password is of length k = an + 8 € N then degree (maximal
degree of monomial) of multivariate map F':

Ty — kfl(xlvaa"wmn)?
To — kf?(x17x27"‘7$n)7
Tyn — kfn(xlax27~-~a$n)

and is unbounded:
deg Ft,n = degF(Lla L2a t, nan) - 9(77'7 k)

and
lim  g(n,k) =00
k—o0,n—00
Proof. The proof in a natural way follows from recursive equations (3) and math-
ematical induction. g

For fixed Ly, Ly and 2k < g(D(n,q)) different keys produce distinct cipher-

text (g(D(n,q)) is the girth of graph). The encoding complexity is O(n?). It is
impractical to decrypt a message on the basis of the cipher-text and knowledge of
the encryption/decryption algorithm. We do not need to keep the algorithm secret.
To decrypt a message without knowledge of secret key we need to solve nonlinear
system of equations over finite field (the maximum degree of this polynomials is
keep in secret). According to Theorem 1 the degree of map F' is unbounded if key
parameter t is of length k = an+ 8. The deg F~! = deg F so Linearization Attacks
on this symmetric-key algorithm are impossible. Solving such system of equation
is a NP-hard problem in general.

Remark 3.2. One can try Dijkstra’s algorithm of finding the shortest pass between
plaintext and cipher-text. Notice that its complexity is O(vlogv), but here v is
exponential q". Therefore we get worse complexity then even brute force search via
the key space.
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